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Presentation Outline:
Medical devices from the IT point of 
view

and
Understanding medical device alarms

and
Issues of medical alarm integration

and
Emerging issues and challenges



Medical devices from the IT 
point of view

Far more pervasive than most other IT 
devices

e.g., Texas Children’s hospital averages 10 
medical devices per patient bed. 

Far more mobile, and in different ways, than 
IT devices

Most hospitals use Central Supply strategies and 
significant rentals to match the moment-to-
moment device needs to each patient.
Many devices move off-campus, to ambulances, 
nursing homes, free-standing medical centers, 
AND homes.
Many devices are implanted inside patient, too.



A recent example:

9/29/04 USAToday Moneyline box (p. B1):
Medicare Coverage of Device May Expand…

9/28 Medicare proposed expanding coverage for 
implantable defibrillators… 
30 day comment period…  
$25,000 surgery …

Boosts eligibility to 500,000 patients…
(500,000 today; how many in 2010 or 2020?)

BTW, do you think these devices use wireless communications??



The Convergence and Integration of 
Information and Medical Technology in 
the 21st Century is driving rapid change!

Convergence
… moving toward uniformity …

Integration
… process of incorporating as equals …



Universal wireless interfaces replace hard wires and 
proprietary data link communications
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Courtesy of NIST



Healthcare wireless network expansion

Courtesy Jan Wittenber, Philips/IEEE 1073

Plus Home Care 
and Alternate 
care sites…

Notice these new 
micro-networks!



ALARIS® Communications 
Kernel (FDA cleared)

ALARIS® Systems Manager 
Application

ALARIS® Network with 
Systems Manager

Networked for Safety



Use of Medical Devices is more 
complex than most IT folks realize.

Medical devices are pervasive throughout the 
locations of healthcare delivery, 
They are truly mobile across all locations and 
may be placed on multiple patients each day,
And they’re connecting via wireless networks 
as part of converging Medical Device and IT 
networks and systems.



Medical Device Alarms are 
REALLY complex!

The “good news” is that standards are 
emerging from efforts driven by the 
Anesthesia Patient Safety Foundation 
over the past two decades.











There are many more Medical Device 
Alarm issues that we’ll skip at this 
time…

Alarm disable information
Alarm settings information
Patient-specific data that is needed in order 
to interpret alarm severity
Systemic delay/synchronization issues
Communication artifacts and failures 
Alarm symbol standardization

etc…



Anesthesiologists have wisely 
used these standards to design 
safer “cockpits.”

Intelligent alarm management will 
be needed when medical device 
interoperability is established…





Some pressing issues of 
medical device integration:

Most manufacturers have not yet 
considered their device in the context of 
an integrated information system (as 
we’re creating with IHE and EHRs)
The further bad news is that that 
alarms introduce life-critical data onto 
networks and systems that may not be 
designed to that level of quality.



Alarm integration presumes the system 
can localize the device and patient, and 
the “correct” clinical facts

This will require ability to interpret 
significant amounts of data in “real 
time”

Critical alarm “real time” is often 30-90 
seconds.



Alarm integration presumes that non-
critical alarms will be managed too, not 
just ignored!

A patient trending towards a serious 
condition should not be ignored 
because higher priority alarms are 
already sounding



Intelligent integration presumes 
the alarms “get through.” 

DO THEY?
Starting to test the boundaries of emerging 
wireless medical device proliferation so 
that we can predict system reliability (and 
safety).



802.11 wireless patient alarm 
results can be simulated…



Our alarm simulation results 
for 802.11-style network…

For the multi-mode heart/oximetry model in 
Figure 4, after a few dozen minutes, virtually 
100% of the oximetry alarms were queued 
up, representing missed or grossly delayed 
alarm situations!. In fact, a very close 
examination of the simulation data shows 
that one heart alarm went unanswered for 
several minutes, and one of the pulse 
oximetry alarms is not handled for about five 
minutes, implying thereby a probable 
endangerment of the associated patient(s).



Realize this is “best case,” not 
even normal, or worse case…

Voice over Internet and other competing 
high data rate clinical applications like 
medical images or parts full EHRs are not 
tying up the 802.11 access points!
Patient density in certain areas may be 
“peak,” especially surrounding disaster 
response.



Bluetooth or 802.11 hybrids 
won’t solve the problem…

NIST has been doing some early 
work…



How many patients can be supported in a single Bluetooth piconet?
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Courtesy of NIST



How many patients can be supported by Point of Care Device 

using multiple Bluetooth piconets?
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The emerging issues and 
challenges?

Even more information 
overload AND cognitive 
dissonance AND errors!



Many parties are beginning to 
collaborate on solutions:

National Institute of Standards and 
Technology
IEEE 1073 Standards Committee
ACCE/IHE Taskforce for Medical Device 
Interoperability
Partners Healthcare / Mass General

and a major new national project has just been 
initiated…



Above is a new project sponsored by the
ACCE Healthcare Technology 

Foundation
Led by Tobey Clark

(tobey.clark@uvm.edu)
www.accefoundation.org

mailto:tobey.clark@uvm.edu


What we covered:
Medical devices from an IT point of view

and
Understanding medical device alarms

and
Issues of medical alarm integration

and
Emerging issues and challenges



Thank you for your 
attention!

Your feedback and questions are welcome!
Please join us in solving these challenges.

Elliot B. Sloane, Ph.D.
Villanova University
ebsloane@ieee.org

www.homepage.villanova.edu/ebsloane
www.ACCEnet.org

www.embs.org
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