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Elliot Sloane’s Bio Brief

1 35+ years in the medical technology and IT/HIT
flelds, as a technology/engineering expert and
consumer/safety advocate
— Biomedical and Clinical Engineering core
— Information Systems and Sciences doctorate

1 25 years as a ClO, COQO, CTO, CRO Iin the medical
technology industry (ECRI Institute & MEDIQ, Inc)

8 10+ years in business schools, MIS, CS, and,

1 Finally, Health Systems Engineering at Drexel
University

— Also, founder and board member/chair with multiple non-
profits

— Consultant to US gov’t and World Health Organization

1 Specializations: medical devices, privacy, security, patient safety
(and related technical standards and policies)
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Meaningful Use
Presentation Overview

1 HHS Office of the National Coordinator
(ONC) of Health IT’s most up to date MU
Interpretation

1 ONC’s new “final temporary” mandatory MU

SO

tware standards, certification, and testing

1 Where do medical devices intersect the MU
roadmap

1 \What are our opportunities and challenges?
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Let’'s use a few of ONC’s own
slides from last month:
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Getting to Meaningful Use
This was presented to PAeHI, 11 May 2010

Excerpted by Elliot Sloane, Drexel
University for AAMI 2010 Conference

Avallable at hitp./fwww, paehl.orglehealthiresources/




A Seasonal View of Meaningful Use




‘We'll be on our way to computerizing all of
America s medical records, which won't just
eliminate Inefficiencies, save billions of dollars and
create tens of thousands of jobs — but will save
ives by reducing deadly medical errors.”

— President Barack Obama, February 4, 2009

President Obama’s rationale for the roughly $30 Billion
earmarked in the ARRA HITECH legislation.
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How HITECH Addresses Barriers to Adoption
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HIT as a tool and foundation for delivery
system improvement

Improved
Quality &
Efficiency




Getting to Meaningful Use...
... 10 Improve Health & Health Care
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Making Meaning of “Meaningful Use”

 HITECH goals
— Not about technology

— Improving health and transforming health care through
meaningful use of HIT




Where Does “Health Care Reform” Fit In?

* HIT-enabled quality improvement
— Expectations regarding data collection
- E-specifications for quality measures

* Center for Medicare & Medicaid Innovation
— Success of value-based purchasing demos & pilots

measured by HIT-generated data

* Re-admissions reimbursement

« PQRI and RHQDAPU

* Health-Associated Infections

* Evolution of the patient-centered medical
home i
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Meaningful Use
Presentation Outline

1 HHS Office of the National Coordinator
(ONC) of Health IT’s most up to date MU
Interpretation

1 ONC'’s new “final temporary” mandatory MU
software standards, certification, and testing

2 \Where do medical devices intersect the MU
roadmap

2 \What are our opportunities and challenges?
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New “final temporary” EHR certification
rules were posted June 18, 2010

Health Care Providers: Key Points

In order to qualify for Medicare and Medicaid EHR incentive payments, providers must use
EHR technology that has been certified by an Office of the National Coordinator for Health
Information Technology-Authorized Testing and Certification Body (ONC-ATCB, or ATCB). The
temporary certification program provides assurances that the EHR technology adopted by
health care providers is technically capable of supporting their efforts to achieve meaningful

use,

Developers of EHR Technology: Key Points
The temporary certification program provides a way for developers of EHR Technology to have
their EHR technology tested and certified so that it can be subsequently adopted by health

care providers who seek to achieve meaningful use,

Al. What is the temporary certification program final rule?

The Secretary of Health and Human Services (the Secretary) issued the temporary
certification program final rule to establish a process through which organizations may
become ONC-ATCBs. An ONC-ATCB is authorized by the National Coordinator to test and
certify EHR technology (Complete EHRs and/or EHR Modules).
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What makes it “final temporary?”

1 This Final Rule for Authorized T
Certifying Bodies ATCB (and t

esting and
ne testing and

certification criteria) will SUNSE
31, 2011

- on December

— May be deferred slightly if NIST is not ready to
Institute the “final permanent” ATCB program!

1 Why December 31, 20117

— The Meaningful Use criteria (and testing and
certification) are MANDATED to be revised by CMS in

2012 and 2014, for deployment by
In 2013 & 2015!

© 2010 Elliot Sloane, all rights reserved.
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Making Meaning of “Meaningful Use”

 HITECH goals
— Not about technology

— Improving health and transforming health care through
meaningful use of HIT




The “Certification” of software for Meaningful Use will LAPSE
every two years according to ONC’s June 18 Final rule.

I.e., each hospital or physician will have to be able to prove they are
“meaningfully using” software certified to the 2013 and 2015 Meaningful Use
Criteria in order to receive the CMS incentives!

New 2013
CMS MU | Revised 2015
. Certification . CMS MU
| Criteria AND New ! Certification
2010 CMS MU | Permanent Criteria
Certification . Certifying/Testing |
Criteria (final due  :  Bodiesunder | 2015
soon) AND NIST |

Temporary
Certifying/Testing
Bodies under ONC

2011 inical
processes

ata capture
and sharing
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ONC'’s Meaningful Use Matrix — Page 1 of 7
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ONC sets the MU Goals, CMS translates them into incentive dollars, NIST
ensures the software is Certified and Tested to ONC’s MU Goals




Other Important EHR certification AND
TESTING rules June 18, 2010

1 All prior certifications (CCHIT) are void

1 Certification requires actual testing

— Hospitals MAY choose to have their self-written or
heavily customized software tested and certified
separately

8 NIST Is custom-writing a suite of NEW, open
source test tools (HITSP has been deferred)

http://xw2k.nist.qgov/healthcare/use testing/index.h
tml

The NIST tools MUST be used; no “substantial
equivalent tests” allowed!!

© 2010 Elliot Sloane, all rights reserved.
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http://xw2k.nist.gov/healthcare/use_testing/index.html
http://xw2k.nist.gov/healthcare/use_testing/index.html
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Meaningful Use
Presentation Outline

1 HHS Office of the National Coordinator
(ONC) of Health IT’s most up to date MU
Interpretation

28 ONC'’s new “final temporary” mandatory MU

SO

tware standards, certification, and testing

1 \Where do medical devices intersect the MU
roadmap

2 \What are our opportunities and challenges?
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According to a January 2011 presentation by Dr. Charles
Friedman, ONC’s Scientific Director at a meeting at the FDA,

the mandatory deployment of medical devices for “Meaningful
Use” certification will be in the 2015 wave.

New 2013 Revised 2015
CMS MU CMS MU gjerf[ification
! Certification Criteria
. Criteria AND New | INCLUDING MEDICA
2010 CMS MU Permanent DEVICES
Certification Certifying/Testing ==

Criteria (final due
soon) AND
Temporary .

Certifying/Testing

Bodies under ONC 2013

Bodies under 2015
NIST !

2011 inical The technical standards for
Processes | testing and certification for

: ; 2015 MU would be developed

ata E&PI’HI‘E ! and released by ONC in early

and sharing 2014!

BUT...



Wasn'’t the question “when will
medical devices” be part of

Meaningful Use?

1 According to the FDA, EHRs are already
medical devices!

FDA Discusses Oversight, Reqgulation of HIT at ONC Workgroup Hearing on Patient

Safety

A key medical device regulatar from the Food and Drug Administration discussed a range of oversioht and regulatory approaches that
would cateqorize electranic health record systems as medical devices duting a Feb. 25 infarmational heating held by a waorkgroup of
the Office ofthe Mational Coordinator for Health Infarmation Technolooy's Palicy Committes.

The certification and adoption warkgroup heard from vendors, physicians, and govermnment officials a3 1o the impact EHR systems
have had on patient safety.

According to Jeffrey Shuren, director of FOA's Center for Devices and Radiological Health, under the Federal Food, Drug, and Cosmetic
Act health information technology software is a medical device, However "to date, FDA has [argely refrained fram enforcing our
regulatony requirernents with respectto HIT devices " Shuren said




Things that make you go
hmmmm...

1 |f the FDA drops the “regulated medical
device shoe” now, that will be one more
HUGE factor in the midst of a “perfect
storm” already embedded within
Meaningful Use

1 But, none of the HIPAA, HITECH, or MU
regulations, certification, or testing really
speak to patient safety

— | believe the FDA will eventually have to take
the plunge...

© 2010 Elliot Sloane, all rights reserved.
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Meaningful Use
Presentation Outline

1 HHS Office of the National Coordinator
(ONC) of Health IT’s most up to date MU
Interpretation

28 ONC'’s new “final temporary” mandatory MU

SO

tware standards, certification, and testing

2 \Where do medical devices intersect the MU
roadmap

1 \What are our opportunities and challenges
(and obligations?)
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For efficiency, accuracy, safety, and timeliness, Patient Care Devices
must directly feed real-time clinical data into the EHR. (This includes
classical medical devices and “personal health” devices.

l I e ,
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Workstation ‘ -

Modality

© 2010 Elliot Sloane, all rights reserved.
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Get yourself ready for interoperable
medical devices

1 Use your purchasing programs to insist
that YOUR vendors offer a no/low cost

evolutionary path that they can and will

make compatible with ONC’s 2014
standards

1 Put EHR (and software engineering) topics
on your reading list.

—www.HIMSS.org and HealthIT.HHS.gov

© 2010 Elliot Sloane, all rights reserved.
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IHE-PCD Is not the only standard.
It IS one of several other emerging
standards, such as the Continua
Alliance work for personal/home
health devices and the
CIMIT/MDPNP architecture being
developed under an ASTM
standard, which is explained in a
HITSP TN905 document.

(get It for free at www.HITSP.org)

© 2010 Elliot Sloane, all rights reserved.



Get ready for HIPAA 2.0
HIPAA Is aging; circa '96, rooted in ‘94
HITECH Is the “Son of HIPAA”

) 84 _.

Health Information Technology

for Economic and Clinical Health
Act of January ‘09

© 2010 Elliot Sloane, all rights reserved. 28



The good old CIA Triad is NOT enough

for healthcare: Need SAFETY zones!

Danger Zone
f‘ ,-"H e.g., EMR system that
\ cannot notify if a
ventilator sensitivity
setting is too low, turned

"& off for too long, OR multi-

‘;Q:- vendor device message
_.-lp y — mapping is defective.
S/ A
m ’I'} \ﬁ '.l'-.
N
N 0\
Vieaiical \'::" \
e

/ Q [DEVICE/SY/STEM Danger Zone
;. (_] Sizlfe Zo)f) e e.g., Alarms that cannot

Think CIA-S! / ' ;}\\
\

Danger Zone
e.d., Inconsistent or
incomplete drug
interaction libraries,
or wrong dosing
rules (a la Dennis
Quaid’s children).

/ , O @pEration reliably get through a
wireless network fast
enough, or if the network is

etc.

N\
Availability
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My suspicion and hope: CIAS could
become the framework for “HIPAA 2.0”

— Confidentiality
— Integrity
— Availability

F 4 LY g, B sretem
iy I 1 i E
— Safety y- 4 winrtlEalir sanstivify
# 55, Poarss el of j / I spetling 5 foa oy urnend
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IrEerction lEres F f [ % 1 VRryADr (Dl e Es B
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Donger fone

S/ iy
That would take o PR
ST R R T
some of the / | \ I
pressure off of the Availability |
FDA, too!
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Let's ask for support to address
and manage EHR Safety

1 AAMI, ACCE, HIMSS, and IEEE should be
our advocates for an improved CAIS
structure for HIPAA 2.0

1 All should advocate for IEC 80001, which
at least exposes “risk” so that it can be
proactively identiflied and managed

© 2010 Elliot Sloane, all rights reserved.
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Keep the faith: we have friends In
high places!

Siemens names Glaser CEDQ of health business
g

Hp e B LS st sie

=t I.._' i .'.-I""--

The Future of HealthCare I'T: Synergy
with Biomedical Engineering

Johin P. Glaser, Phi)

Our AAMI Keynote Speaker e s
from 2004, Dr. John Glaser, Partners HealthCare
was named Siemens’ CEO e

yesterday! June 2004

© 2010 Elliot Sloane, all rights resen
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So, LEAD Meaningfully!

OUR TIME IS NOW.

We may never have a chance like this
again...

As General George Patton said:
“Lead, follow, or get out of the way!”

Become a Meaningful Leader of
Meaningful Users!

© 2010 Elliot Sloane, all rights reserved.
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For further information:

Elliot B. Sloane, PhD, CCE, FHIMSS
www.ebsloane.org
ebsloane@drexel.edu, and
ebsloane@ any of:

gmail.com, ieee.org, drexel.edu, ebsloane.org,
yahoo.com, hotmail.com, etc.

or just Google™ me!!

Thanks for sharing this time with me!

The floor Is open for Q&A!!!

© 2010 Elliot Sloane, all rights reserved.
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